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C
ry

ptogra
ph
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:
Purpose

s

•
S
ource:

R
oss

A
nd

erson,S
ecurity

E
ngineering.

•
C
ryptograph

y—
th

e
stud

y
of

th
e
d
esign

of
ciph

ers—
is

a
tool

used
to

h
elp

m
eet

severalgoals,
am

ong
th

em
:

–
Privacy:

oth
ers

can’t
read

our
m
essages.

–
Integrity:

oth
ers

can’t
ch

ange
our

m
essages

w
ith

out
us

know
ing.

–
A
uth

entication:
w
e
know

w
h
om

w
e’re

talking
to.

•
S
om

e
com

m
on

term
inology:

w
e
convert

from
plaintex

t
to

ciph
ertex

t
(encryption)

and
b
ack

(d
ecryption).

•
A
lth

ough
w
e
typically

th
ink

of
tex

t
m
essages

as
ch

aracters,
our

al-
gorith

m
s
generally

process
stream

s
of

num
b
ers

or
b
its,

m
aking

use
of

stand
ard

encod
ings

of
ch

aracters
as

num
b
ers.
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S
ub

stitution

•
S
im

plest
sch

em
e
is

just
to

perm
ute

th
e
alph

ab
et:

 
a
b
c
d
e
f
g
h
i
j
k
l
m
n
o
p
q
r
s
t
u
v
w
x
y
z

t
y
l
e
r
 
d
u
n
i
a
b
c
f
g
h
j
k
m
o
p
q
s
v
w
x
z

•
S
o
th

at

“s
o
 
l
o
n
g
 
a
n
d
 
t
h
a
n
k
s
 
f
o
r
 
a
l
l
 
t
h
e
 
f
i
s
h”

=
>

“o
h
t
c
h
g
u
t
y
g
r
t
p
n
y
g
b
o
t
d
h
m
t
y
c
c
t
p
n
 
t
d
i
o
n”

•
Prob

lem
:
If

w
e
intercept

ciph
ertex

t
for

w
h
ich

w
e
know

th
e
plain-

tex
t
(e.g.,

w
e
know

a
m
essage

end
s
w
ith

nam
e
of

th
e
send

er),
w
e

learn
part

of
th

e
cod

e.

•
E
ven

if
w
e
h
ave

only
ciph

ertex
t,

w
e
can

guess
encod

ing
from

letter
frequencies.
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S
tre

a
m

C
iph

e
rs

•
I
d
e
a
:
U
se

a
d
ifferent

encod
ing

for
each

ch
aracter

position.
E
nigm

a
w
as

one
ex

am
ple.

•
E
x
trem

e
case

is
th

e
O
ne-T

im
e
Pad

:
R
eceiver

and
send

er
sh

are
ran-

d
om

key
sequence

at
least

as
long

as
all

d
ata

sent.
E
ach

ch
aracter

of
th

e
key

specifies
an

unpred
ictab

le
sub

stitution
ciph

er.

•
E
x
am

ple:

M
e
s
s
a
g
e
s
:
a
t
t
a
c
k
a
t
d
a
w
n
|
o
o
p
s
c
a
n
c
e
l
t
h
a
t
o
r
d
e
r
|
a
t
t
a
c
k
i
s

b
a
c
k
o
n

K
e
y
:

v
n
c
h
k
j
s
k
r
u
w
i
s
n
|
t
j
c
d
k
t
j
d
j
s
a
h
t
j
k
d
h
j
r
i
z
n
|
a
k
j
q
l
t
p
o
t
p
f
h
s
d
j
r
s
q
i
e
h
a
.
.
.

C
i
p
h
e
r
:

v
f
v
h
m
t
r
k
j
t
z
i
n
|
g
x
r
v
j
v
j
q
l
w
l
g
l
q
k
w
g
x
h
l
c
d
|
a
c
b
q
n
c
o
w
k
o
g
h
u
n
i
e
e

(key
of

’z’m
eans

’a’
7→

’z’,
’b
’
7→

’ ’,
’c’

7→
’a’,

etc.)

•
U
nb

reakab
le,b

ut
requires

lots
of

sh
ared

key
inform

ation.

•
Integrity

prob
lem

s:
If

I
know

m
essage

is
“Pay

to
Paul

N
.
H
ilfinger

$
10

0
.0
0
”
can

alter
it

to
“Pay

to
Paul

N
.H

ilfinger
$
9
9
9
.0
0
”
[H

ow
?]
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A
sid

e
:
A

S
im

ple
R
e
ve

rsib
le

C
om

b
ina

tion

•
T
h
e
ciph

er
in

th
e
last

slid
e
essentially

used
ad

d
ition

m
od

ulo
alph

ab
et

size
as

th
e
w
ay

to
com

b
ine

plaintex
t
w
ith

a
key.

•
U
sually,

w
e
use

a
d
ifferent

m
eth

od
of

com
b
ining

stream
s:

ex
clusive

or
(x
or),w

h
ich

is
th

e
“not

equal”
operations

on
b
its,

d
efined

on
ind

i-
vid

ual
b
its

b
y
x
⊕

y
=
0
if

x
and

y
are

th
e
sam

e,
else

1.
F
act:

x
⊕
y
⊕

x
=
y.

S
o,01100011

11010110
⊕

10110101
⊕

10110101
11010110

01100011

•
In

Pyth
on,

C
,
and

J
ava,

th
is

operation
is

w
ritten

x
^
y.

Last
m
od

ified
:
W

ed
A
pr

2
6
18

:4
3
:0
4
2
0
17

C
S
6
1A

:
Lecture

#
3
6

5

U
sing

R
a
nd

om
-
N
um

b
e
r
G
e
ne

ra
tors

•
Pyth

on
provid

es
a
pseud

o-rand
om

num
b
er

generator
(used

for
th

e
H
og

project,
e.g.):

from
an

initial
value,

prod
uces

any
num

b
er

of
“rand

om
-looking”

num
b
ers.

•
C
onsid

er
a
function

th
at

creates
pseud

o-rand
om

num
b
er

generators
th

at
prod

uce
b
its,

e.g.:
i
m
p
o
r
t
r
a
n
d
o
m

d
e
f
b
i
t
s
t
r
e
a
m
(
s
e
e
d
)
:

r
=

r
a
n
d
o
m
.
R
a
n
d
o
m
(
s
e
e
d
)

r
e
t
u
r
n
l
a
m
b
d
a
:
r
.
g
e
t
r
a
n
d
b
i
t
s
(
1
)

•
If

tw
o
sid

es
of

a
conversation

sh
are

th
e
sam

e
key

to
use

as
a
seed

,
can

create
th

e
sam

e
approx

im
ation

to
a
one-tim

e
pad

,and
th

us
com

-
m
unicate

secretly.
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E
x
a
m
ple

M
e
ssa

ge
H

e
l

l
o

,
w

o
r

l
d

M
e
ssa

ge
b
y
te

s
(h
e
x
)
4
8
6
5
6
c
6
c
6
f
2
c
2
0
7
7
6
f
7
2
6
c
6
4

R
a
nd

om
b
y
te

s
5
b
4
9
9
6
1
d
9
3
e
b
6
e
2
d
a
4
1
a
5
2
f
b

E
ncry

pte
d

b
y
te

s
1
3
2
c
f
a
7
1
f
c
c
7
4
e
5
a
c
b
6
8
3
e
9
f

E
ncry

pte
d

m
e
ssa

ge
?

,
?

q
?

?
N

Z
?

h
>

?

(?
in

place
of

non-A
S
C
II)

•
A
d
vantage:

key
can

b
e
m
uch

sh
orter

th
an

total
am

ount
of

d
ata.

•
D
isad

vantage:
stream

of
b
its

isn’t
really

rand
om

;
m
ay

b
e
sub

ject
to

clever
attack

(cryptanalysis).
T
h
is

is
especially

true
of

stand
ard

rand
om

num
b
er

generators
like

Pyth
on’s.

•
W

as
used

in
S
S
L
(S

ecure
S
ocket

Layer)
for

“secure”
w
eb

com
m
uni-

cations.
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B
lock

C
iph

e
rs

•
S
o

far,
h
ave

encod
ed

b
it-b

y-b
it

(or
b
yte-b

y-b
yte).

A
noth

er
ap-

proach
is

to
m
ap

b
locks

of
b
its

at
a
tim

e,
allow

ing
th

em
to

b
e
m
ix
ed

and
sw

apped
as

w
ell

as
scram

b
led

.

•
F
eistelC

iph
ers:

a
strategy

for
generating

b
lock

ciph
ers.

B
reak

m
es-

sage
into

2N
-b

it
ch

unks,
and

b
reak

each
ch

unk
into

N
-b

it
left

and
righ

t
h
alves,

B
L
and

B
R
.
T
h
en,

put
th

e
result

th
rough

a
num

b
er

of
round

s:
B

R
B

L

f
1

f
2

f
3

etc.

–
E
ach

f
i
is

som
e
function

m
apping

N
-b

it
b
locks

to
N
-b

it
b
locks

th
at

is
ch

osen
b
y

your
key.

–
f
i
d
oes

not
h
ave

to
b
e
invertib

le.

–
N
ice

feature:
to

d
ecrypt,

run
b
ack-

w
ard

s.

–
If

th
e
f
i
are

really
ch

osen
w
ell

enough
,

th
ese

are
very

good
ciph

ers
w
ith

enough
round

s.

•
T
h
e
D
ata

E
ncryption

S
tand

ard
(D

E
S
)
used

th
is
strategy

w
ith

12
round

s.
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Pub
lic

K
e
y
C
ry

ptogra
ph

y

•
S
o
far,

our
ciph

ers
h
ave

b
een

sym
m
etric:

b
oth

sid
es

of
a
conversa-

tion
sh

are
th

e
sam

e
secret

inform
ation

(a
key).

•
If

I
h
aven’t

contacted
som

eone
b
efore,

h
ow

can
w
e
trad

e
secret

keys
so

as
to

use
one

of
th

ese
m
eth

od
s?

•
O
ne

id
ea

is
to

use
pub

lic
keys

so
th

at
everyone

know
s
enough

to
com

m
unicate

w
ith

us,
b
ut

not
enough

to
listen

in
w
h
en

oth
ers

com
-

m
unicate

w
ith

us..

•
H
ere,

inform
ation

is
asym

m
etric:

w
e
pub

lish
a
pub

lic
key

th
at

ev-
eryone

can
know

,
and

keep
b
ack

a
private

key.

•
R
ely

on
it

b
eing

easy
to

d
eciph

er
m
essages

know
ing

th
e
private

key,
b
ut

im
practically

d
ifficult

w
ith

out
it.

•
U
nfortunately,

w
e
h
aven’t

actually
proved

th
at

any
of

th
ese

pub
lic-

key
system

s
really

are
essentially

im
practicalto

crack,and
quantum

com
puting

(if
m
ad

e
to

w
ork

at
scale)

w
ould

b
reak

th
e
m
ost

com
m
on

one.

•
B
ut

for
now

,
all

is
w
ell.
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R
S
A

E
ncry

ption:
T
h
e
M
a
th

•
F
erm

at’s
Little

T
h
eorem

:
F
or

p
a
prim

e,and
0
≤

a
<

p,

a
p
m
od

p
=
a
.

(for
our

purposes,
m
od

is
rem

aind
er

(%).

•
T
h
is

generalizes
to

non-prim
e
num

b
ers

as
w
ell(E

uler’s
T
h
eorem

).
In

particular,if

–
n
=
p
q,

w
h
ere

p
and

q
are

tw
o
(d
ifferent)

prim
es,and

–
λ
(n
)
=

lcm
(p

−
1,q

−
1)

(least
com

m
on

m
ultiple),

and

–
0
<

e
<

λ
(n
)
h
as

no
com

m
on

factors
w
ith

λ
(n
),
and

–
d
is

com
puted

b
y
solving

d
·
e
m
od

λ
(n
)
=
1,

th
en

T
h
en

for
any

M
<

n
.

(M
e)

d
m
od

n
=
M

•
S
o–
E
ncrypt

M
b
y
com

puting
c
=
m

e
m
od

n

–
D
ecrypt

c
b
y
com

puting
c
d
m
od

n
=
M

.

Last
m
od

ified
:
W

ed
A
pr

2
6
18

:4
3
:0
4
2
0
17

C
S
6
1A

:
Lecture

#
3
6

10

R
S
A

Pub
lic-

K
e
y
E
ncry

tion

•
B
asis

for
an

asym
m
etric

ciph
er:

A
lice

picks
p,

q,and
e,and

com
putes

d.

•
S
h
e
pub

lish
es

n
(w

h
ich

is
p
q)

and
e,

b
ut

keeps
d,

p,
and

q
secret.

•
A
nyone

can
send

A
lice

an
encrypted

m
essage

M
b
y

send
ing

c
=

M
e
m
od

n
.

•
B
ut

d
is

very
h
ard

to
com

pute
w
ith

out
know

ing
p
and

q,
so

only
A
lice

can
d
ecrypt

c,
using

M
=
c
d
m
od

n
.
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S
igna

ture
s

•
S
uppose

I
receive

a
m
essage,

M
,
th

at
supposed

ly
com

es
from

you.
H
ow

d
o
I
know

it
d
oes?

•
U
sing

pub
lic-key

m
eth

od
s,

th
is

is
relatively

easy.

•
T
h
e
R
S
A
sch

em
e
w
orks

in
eith

er
d
irection,(M

e)
d
m
od

n
=
(M

d)
e
m
od

n
=
M

.

•
S
o,

A
lice

could
sign

a
m
essage

b
y
encod

ing
it

w
ith

h
er

private
key.

•
B
ob

d
ecod

es
th

e
m
essage

using
A
lice’s

pub
lic

key.

•
If

th
e
result

is
a
legitim

ate
m
essage,

B
ob

can
b
e
sure

only
A
lice

could
h
ave

prod
uced

it.

•
O
th

erw
ise,th

e
d
ecod

ed
m
essage

w
ill

b
e
garb

age.

•
In

practice,
w
e
use

a
rath

er
d
ifferent

sch
em

e,
b
ut

th
e
und

erlying
id
ea

is
b
ased

on
th

e
sam

e
principle.

Last
m
od

ified
:
W

ed
A
pr

2
6
18

:4
3
:0
4
2
0
17

C
S
6
1A

:
Lecture

#
3
6

12



A
uth

e
ntica

tion
on

th
e
W

e
b

•
W

h
en

you
talk

to
A
m
azon,

h
ow

d
o
you

know
th

at
th

e
ex

ch
ange

is
private

and
th

at
it

really
is

A
m
azon

you
are

talking
to?

(O
n
th

e
Internet,nob

od
y
know

s
you

are
a
d
og.)

•
C
ertain

com
panies

(such
as

V
erisign)

issue
signed

certificates
th

at
say

(in
effect)

“V
erisign

certifies
th

at
A
m
azon

h
as

pub
lic

key
X
.”

•
Y
our

b
row

ser
com

es
equipped

w
ith

V
erisign’s

pub
lic

key
so

you
can

verify
th

eir
signature.

•
A
t
th

at
point,

you
know

h
ow

to
talk

to
A
m
azon

in
a
w
ay

th
at

only
th

ey
can

und
erstand

.

•
(A

s
usual,

th
e
actual

protocol
is

rath
er

m
ore

com
plex

.)
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S
pe

cia
l
E
ffe

cts:
Pla

y
ing

C
a
rd

s
O
ve

r
th

e
Ph

one
?

•
H
ow

d
o
I
play

a
card

gam
e
over

th
e
ph

one,
so

th
at

neith
er

sid
e
can

(und
etectab

ly)
ch

eat?

•
T
o
keep

it
sim

ple,assum
e
w
e
h
ave

a
tw

o-person
gam

e
b
etw

een
A
lice

and
B
ob

w
h
ere

all
card

s
get

revealed
.

•
F
or

each
gam

e,
let

each
sid

e
ch

oose
a
secret

encryption
key,

and
assum

e
an

algorith
m

th
at

is
com

m
utative:

if
a
m
essage

is
encrypted

b
y
secret

key
A

and
th

en
b
y
key

B
,
it

can
b
e
d
ecrypted

b
y
th

e
tw

o
keys

in
eith

er
ord

er.
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Pla
y
ing

C
a
rd

s
O
ve

r
th

e
Ph

one
:
M
e
th

od

•
A
lice

sh
uffles

and
encrypts

a
d
eck

of
card

s,and
send

s
th

em
to

B
ob

.

•
B
ob

encrypts
th

e
encrypted

card
s,

sh
uffles

th
em

,
and

send
s
th

em
b
ack

to
A
lice

(d
oub

ly
encrypted

).

•
A
lice

d
eals

card
s
to

B
ob

b
y
selecting

and
d
ecrypting

th
em

,and
send

-
ing

th
em

to
B
ob

,
w
h
o
can

d
ecrypt

th
em

.

•
A
lice

d
eals

card
s
to

h
erself

b
y
send

ing
th

em
to

B
ob

,
h
aving

h
im

d
ecrypt

th
em

and
send

th
em

(now
singly

encrypted
)
b
ack

to
A
lice.

•
A
t
th

e
end

of
th

e
gam

e,
all

inform
ation

can
b
e
revealed

,
and

b
oth

sid
es

can
ch

eck
for

consistency.
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E
x
tra

:
Z
e
ro-

K
now

le
d
ge

Proofs

•
Z
ero-K

now
led

ge
Proofs

involve
anoth

er
kind

of
keeping

inform
ation

h
id
d
en

even
as

one
com

m
unicates

certain
ch

aracteristics
of

it.

•
S
uppose

I
possess

th
e
answ

er
to

a
puzzle,

and
w
ant

to
convince

you
th

at
I
h
ave

th
e
answ

er
w
ith

out
revealing

anyth
ing

ab
out

w
h
at

it
is.

•
T
h
is

is
an

ex
am

ple
of

a
zero-know

led
ge

proof
(A

b
ad

i,
G
old

w
asser,

and
R
ackoff).

•
M
any

uses,
such

as
auth

entication
(I

w
ant

to
prove

w
h
o
I
am

),
or

enforcing
h
onesty

w
h
ile

m
aintaining

privacy.
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:
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I
llustra

tion

E
x
am

ple
(from

J
ean-J

acques
Q
uisquater

via
W

ikiped
ia):

Peggy
w
ish

es
to

prove
to

V
ictor

th
at

sh
e
know

s
th

e
passw

ord
to

get
th

rough
th

e
h
id
d
en

d
oor.

1.Peggy
ch

ooses
to

go
left

or
righ

t
at

rand
om

,
w
ith

out
V
ictor

seeing.

2
.V

ictor
th

en
sh

outs
out

w
h
ich

sid
e
h
e
w
ants

h
er

to
com

e
out.

3
.Peggy

uses
h
er

know
led

ge
or

not
as

necessary
to

em
erge

from
th

e
d
esired

sid
e.

•
A
fter

several
round

s,
V
ictor

is
convinced

th
at

Peggy
know

s
th

e
passw

ord
,b

ut
d
oesn’t

know
it

h
im

self.

•
A
n
ob

server
d
oesn’t

know
if

Peggy
and

V
ictor

are
collud

ing,
and

so
d
oes

not
even

learn
th

at
Peggy

know
s
th

e
passw

ord
.

Im
age

sources:
C
C
B
Y
2
.5
,
h
ttps://com

m
ons.w

ikim
ed

ia.org/w
/ind

ex
.ph

p?curid
=3

13
6
4
3
;

h
ttps://com

m
ons.w

ikim
ed

ia.org/w
/ind

ex
.ph

p?curid
=3

13
6
4
5
;
h
ttps://com

m
ons.w

ikim
ed

ia.org/w
/ind

ex
.ph

p?curid
=3

13
6
4
8
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I
llustra

tion

•
E
x
am

ple:
Prove

th
at

I
know

h
ow

to
3
-color

a
graph

.

•
G
iven

a
graph

(a
netw

ork
of

nod
es

connected
b
y
ed

ges)
a
3
-coloring

is
an

assignm
ent

of
colors

to
nod

es
(from

a
palette

of
th

ree)
such

th
at

no
nod

es
joined

b
y
an

ed
ge

h
ave

th
e
sam

e
color.

•
D
on’t

alw
ays

ex
ist,

and
h
ard

to
find

w
h
en

th
ey

d
o.

•
C
an

I
prove

to
you

th
at

I
know

h
ow

to
color

a
particular

large
graph

w
ith

out
letting

you
know

h
ow

?

•
S
trategy:

I
rand

om
ly

recolor
th

e
graph

b
y
sub

stituting
colors

in
m
y

solution
(e.g.,red

b
ecom

es
green,green

b
ecom

es
b
lue,b

lue
b
ecom

es
red

),
and

h
id
e
th

e
coloring

from
you.

Y
ou

select
an

ed
ge

at
rand

om
,

and
look

at
th

e
colors

of
th

e
nod

es
at

th
e
end

s
of

th
e
ed

ge.

•
If

I
ind

eed
know

th
e
solution,th

e
tw

o
nod

es
w
illalw

ays
b
e
th

e
sam

e
color;

oth
erw

ise,is
a
ch

ance
you’ll

pick
an

ed
ge

w
h
ere

th
e
nod

es
are

th
e
sam

e
color.

R
epeating

th
e
proced

ure
as

m
any

tim
es

as
you

w
ant

reveals
noth

ing
ab

out
m
y
fullcolor

sch
em

e,b
ut

eventually
convinces

you
th

at
I
know

a
solution.

•
D
em

o:
h
t
t
p
:
/
/
w
e
b
.
m
i
t
.
e
d
u
/
~
e
z
y
a
n
g
/
P
u
b
l
i
c
/
g
r
a
p
h
/
s
v
g
.
h
t
m
l
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http://web.mit.edu/~ezyang/Public/graph/svg.html
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